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def avg(salaries: List[Int]) =

  salaries.sum / salaries.length

avg(A :: B :: C :: Nil)

A

B C
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type SecretNum = Int // in this example

type SharedNum = List[SecretNum]

def createZeroShares(players: Int): SharedNum = {

  val rands =

    List.fill(players - 1)(util.Random.nextInt)

  val diff = -rands.sum

  diff :: rands

}

val d = createZeroShares(3) // locally by d

val j = createZeroShares(3) // locally by j

val m = createZeroShares(3) // locally by m

A = 1000

B = 100 C = 70

0 = d = d1 + d2 + d3

0 = j = j1 + j2 + j3 0 = m = m1 + m2 + m3

4



type SecretNum = Int // in this example

type SharedNum = List[SecretNum]

def createZeroShares(players: Int): SharedNum = {

  val rands =

    List.fill(players - 1)(util.Random.nextInt)

  val diff = -rands.sum

  diff :: rands

}

val d = createZeroShares(3) // locally by d

val j = createZeroShares(3) // locally by j

val m = createZeroShares(3) // locally by m

A = 1000

B = 100 C = 70

0 = d = d1 + d2 + d3

0 = j = j1 + j2 + j3 0 = m = m1 + m2 + m3

Secret shares (elements 
of the list) reside with 

different players
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players

shared 
zeroes

d d1 d2 d3

j j1 j2 j3

m m1 m2 m3

data A B C

shared 
sum S1 S2 S3

S = S1 + S2 + S3

sum
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players

shared 
zeroes

d d1 d2 d3

j j1 j2 j3

m m1 m2 m3

data A B C

shared 
sum S1 S2 S3

S = S1 + S2 + S3

sum

Secret shares 
for zero are 
distributed

8



players

shared 
zeroes

d d1 d2 d3

j j1 j2 j3

m m1 m2 m3

data A B C

shared 
sum S1 S2 S3

S = S1 + S2 + S3

sum

Shared sums 
are revealed 

publicly
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players

shared 
zeroes

0 2000 3500 -5500

0 -4000 4000 0

0 4330 -1220 -3110

data 1000 100 70

shared 
sum 3330 6380 -8540

S = 1170

sum

1170

avg = 390
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players

shared
zeroes

d d1 d2 d3

j j1 j2 j3

m m1 m2 m3

data A B C

shared 
sum S1 S2 S3

S = S1 + S2 + S3

def add(x: SharedNum, y: SharedNum): SharedNum =

  x.zip(y).map(addSecret)

def addSecret(x: SecretNum, y: SecretNum): SecretNum =

  x + y

def reveal(x: SharedNum): Int = x.sum

// shared zeroes

val d = createZeroShares(3)

val j = createZeroShares(3)

val m = createZeroShares(3)

val data: SharedNum = A :: B :: C :: Nil

val sharedSum       = add(add(d, j), add(m, data))

val sum             = reveal(sharedSum)
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players

shared
zeroes

d d1 d2 d3

j j1 j2 j3

m m1 m2 m3

data A B C

shared 
sum S1 S2 S3

S = S1 + S2 + S3

def add(x: SharedNum, y: SharedNum): SharedNum =

  x.zip(y).map(addSecret)

def addSecret(x: SecretNum, y: SecretNum): SecretNum =

  x + y

def reveal(x: SharedNum): Int = x.sum

// shared zeroes

val d = createZeroShares(3)

val j = createZeroShares(3)

val m = createZeroShares(3)

val data: SharedNum = A :: B :: C :: Nil

val sharedSum       = add(add(d, j), add(m, data))

val sum             = reveal(sharedSum)
d + j + m + data
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Secure multi-party computation (MPC)
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Secure multi-party computation (MPC)

17

subfield of cryptography with the goal of creating methods for 
parties to jointly compute a function over their inputs while 
keeping those inputs private.



Secret Shared Data



Reveal Secret Shared Data 



Further operations on SharedNum ?

1. Addition  
2. … 
3. … 
4. … 
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Further operations on SharedNum ?

1. Addition
2. Multiplication
3. … 
4. … 
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Multiplications on SharedNum

● is more efficient with a trusted dealer
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def mult(x: SharedNum, y: SharedNum) : SharedNum = ???



Multiplications on SharedNum

● is more efficient with a trusted dealer
● requires some precomputed random values

○ Beaver triplets
○ Used for mask and reveal
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def mult(x: SharedNum, y: SharedNum) : SharedNum = ???



Multiplications on SharedNum

● is more efficient with a trusted dealer
● requires some precomputed random values

○ Beaver triplets
○ Used for mask and reveal

● come talk to us to know more!
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def mult(x: SharedNum, y: SharedNum) : SharedNum = ???



Further operations on SharedNum ?

1. Addition
2. Multiplication
3. ???
4. ...

LinReg: y = ax + b

LogReg: y = 1 / 1 + exp(-ax - b) 

ML

25



Classification: Chihuahua or Muffin ?
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Classifier

Dog

Muffin



Further operations on SharedNum ?

1. Addition
2. Multiplication
3. ???
4. Real-world (i.e. profit)
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Privacy-preserving satellite collision detection

● Predicting collisions of satellites

● Satellite trajectories are private

● Satellite operators nonetheless 
perform conjunction analysis

● Need to evaluate non-linear 
functions with high numerical 
precision



Iridium 33 and Kosmos-2251 Satellite Collision

● Collision - 2009 
● 11,700 m/s
● 789 km above Siberia 
● More than 2000 debris 
● ISS special maneuvers
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A Scala embedding

- Write code in linear algebra style, get secret compute with it for (almost) free!
- More Scala goodness for seamless DSL (Numeric, implicit Ops etc...)
- https://github.com/inpher/scala-mpc-playground
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https://github.com/inpher/scala-mpc-playground


From library to full-blown compiler

● Computations distributed in reality
○ Must target a runtime that distributes computation and deploys
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From library to full-blown compiler

● Computations distributed in reality
○ Must target a runtime that distributes computation and deploys

● Require static analysis of programs
○ Compute statistical distributions of intermediate values
○ Optimize for memory usage and communication
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The DSL and the compiler

● The DSL: allows composable code in a linear algebra style
● Generates low-level, MPC-specific instructions
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The DSL and the compiler

● The DSL: allows composable code in a linear algebra style
● Generates low-level, MPC-specific instructions
● Various static analysis passes

○ The usual (type-checking, dimension-checking)
○ The MPC specific (infer numerical parameters, optimise for memory/communication)
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From library to full-blown compiler

● Computations distributed in reality
○ Must target a runtime that distributes computation and deploys

● Require static analysis of programs
○ Compute statistical distributions of intermediate values
○ Optimize for memory usage and communication
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The complete architecture
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compiler trusted 
dealer

engine

frontend
(API, UI)

41



42



43



44



45



From library to full-blown compiler

● Computations distributed in reality
○ Must target a runtime that distributes computation and deploys

● Require static analysis of programs
○ Compute statistical distributions of intermediate values
○ Optimize for memory usage and communication
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Masking numbers: some intuition
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Masking integers

● Security: looking at two masked values, can I infer anything about their 
relationship? If so, how many computations?

● Uniform distribution possible over ℤn
○ information-theoretic security
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Masking floating point numbers
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Masking floating point numbers

● Computational security: an attacker needs to work a lot to distinguish two 
masked values
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Masking floating point numbers

● Computational security: an attacker needs to work a lot to distinguish two 
masked values

● Masking and multiplying can blow up quickly

51



Masking floating point numbers

● Computational security: an attacker needs to work a lot to distinguish two 
masked values

● Masking and multiplying can blow up quickly
● Fixed-point representation as a solution:

○ Use different number representations at the back
○ Helps avoiding format explosion

● Needs to be analysed statically
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An overview of the compiler
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Linear Regression - Source

def solve(A: Matrix, b: Vector): Vector {
  var nrows: Int = xor.rows(A);
  var ncols: Int = xor.cols(A);

  var P: Matrix = xor.orthrand(nrows, ncols, -6);
  var Q: Matrix = xor.orthrand(nrows, ncols, -6);

  var PAQ: Matrix = P * A * Q;
  var Pb: Vector = P * b;

  xor.reveal(PAQ);
  xor.reveal(Pb);
  var r: Vector = xor.publicSolve(PAQ, Pb);
  return Q * r;
}

def linreg(y: Vector, X: Matrix): Vector {
  var A: Matrix = xor.transpose(X) * X;
  var b: Vector = xor.transpose(X) * y;
  return solve(A, b);
}

def main() {
  var X: Matrix = xor.input("X");
  var y: Vector = xor.input("y");
  var theta: Vector = linreg(y, X);
  xor.output(theta, "thetas");
}
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builtin

builtin

builtin

builtin
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Linear Regression - Assembly
   :  ...
  6: CreateContainer(V6, FlMR<2,2,9,7,-43>);
  7: BeaverMod(PriV1, PriV1, V6, AW=(29,-20), BW=(29,-20), W=(9,-40), Pairing=4);
  8: CreateContainer(V8, FlMR<2,1,15,13,-37>);
  9: BeaverMod(PriV1, PriV3, V8, AW=(35,-20), BW=(35,-20), W=(15,-40), Pairing=4);
 10: {
 11:   CreateContainer(V11, FlMR<2,2,2,0,-6>);
 12:   RandomOrthogonalMatrix(V11);
 13:   CreateContainer(V13, FlMR<2,2,2,0,-6>);
 14:   RandomOrthogonalMatrix(V13);
 15:   CreateContainer(V15, FlMR<2,2,14,12,-38>);
 16:   BeaverMod(PriV11, PriV6, V15, AW=(52,-6), BW=(20,-38), W=(14,-44), Pairing=3);
 17:   CreateContainer(V17, FlMR<2,2,15,13,-37>);
 18:   BeaverMod(PriV15, PriV13, V17, AW=(21,-37), BW=(52,-6), W=(15,-43), Pairing=3);
 19:   CreateContainer(V19, FlMR<2,1,16,14,-36>);
 20:   BeaverMod(PriV11, PriV8, V19, AW=(52,-6), BW=(22,-36), W=(16,-42), Pairing=3);
 21:   Reveal(V17);
 22:   Reveal(V19);
 23:   CreateContainer(V23, FlMR<2,1,26,24,-26>);
 24:   PublicSolve(V17, V19, V23);
 25:   CreateContainer(V25, FlMR<2,1,27,25,-25>);
 26:   BeaverMod(PriV13, PubV23, V25, AW=(52,-6), BW=(33,-25), W=(27,-31), Pairing=3);
 27: }
   :  ... 57
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Compiling to preserve privacy - beyond MPC

62

MPC



Compiling to preserve privacy - beyond MPC
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MPC

FHE

FL

DP

PB

Fully homomorphic encryption

GC

Differential privacy

Privacy budget

Federated learning

Garbled circuits
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Merci beaucoup!


